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(International Commission on Nuclear Non-proliferation and Disarmament)ZZFGit17 )
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BB By RF 2 oy 2013 SRR — AR i B Ul K2 B0 3R G0 0 AR5 52 TR I 465 BBy o) 7K ~F
(i ot 3y VP A o ¢ JRVE /G B 7 R TR IR 2URAS , (H 22 A0 Hiy 22 S0 [ 7 B DR 433 A T 000 190 2%
P EHEDE 540, 26 B g ]S AT R B AT o RRPIURF (James Cartwright) (1B4%)
FAE 2015 AFAR H ARFRIEAIES ] R G 5 S B 28 N AR, 5 AT A B4 DRl e A 3R 1 B il
AR AR A S E AT ER RSN « ATEH(Des Browne )% K 9 [ UM T 9 [ (1) = X ik
(Trident) ZRGrHEAT Sim Ao S (0 WY 2% 22 A VAL, AR OR IR 28 Ty AN e R e [ 1) Jgidi 77 ¢ B 78 o0
UEHE RN, M 7 A E B B G R SRV B AE HI 55 40 2 4 4 A2 1 RE ) (0 9 45 Bt
2019 4 2 H, K E 3 E L BRIAE 2 #7 BT AT FTAT S 2R 51 AR LS B 44 H LG 3 [R) gk 47

2. MR AFTE TR M P I (A,

3. Jason Fritz, Hacking Nuclear Command and Control, International Commission on Nuclear Non-proliferation and Disarmament, 2009.
http://www. icnnd. org/Documents/Jason Fritz Hacking NC2. pdf.

4.Defense Science Board, “Task Force Report: Resilient Military Systems and the Advanced Cyber Threats, “Department of Defense,
2013. https://nsarchive2. gwu. edu/NSAEBB/NSAEBB424/docs/Cyber—081. pdf.

5.Robert Burns, “Ex-commander: Nukes on high alert are vulnerable to error,” Associated Press April 30, 2015. https://ap—
news. com/e970363945364db79d{194240956e2c4.

6.Nicholas Watt, “Trident could be vulnerable to cyberattack, former defence secretary says, ” The Guardian, Nov. 23, 2015.
https://www. theguardian. com/uk-news/2015/nov/24/trident-could-be-vulnerable-to-cyber-attack-former-defence-secretary-says.

7.See M. V. Ramana and Mariia Kurando “Cyberattacks on Russia—the nation with the most nuclear weapons—pose a global threat,” Bul-
letin of the Atomic Scientists, Vol. 75, No. 1, 44-50 (2019).
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Ptk O —LEBE T AR S RN AT T 48 — %R o 95 [ B2 5 bR % 7B (Chatham
House ) AI“ K B MEL "(Nuclear Threat Initiative)HIFRATHiA T — RFIMBAEEM, i
T RS R IR A | AU R AE T f& S R G i S RERE U, L K 3 BUR S #BUE F %
EERHIPIZNIR 10 22l o 3% (Andrew Futter)7E(SEZESA: MM AMZR ) —
TR T X128 g T B G TR R A LB (R 5 "(MADD , F S BB N AR E I (3 e
AR, INTH 5| 5 55 RS R T s 5 22 B TR At PR A 1 g o 11 7 BRI 45 05 4 S5 A AP D I R
H, R« 5if/R(David Gompert)FIH T « ZEHEAF (Martin Libicki)(RAz 33 Ry HLER -3 [
L [ 7 AN S P S ORI T R i MR T ROR Z R AR R DGR, IR T B X% K
NC3 (X 447 ) vl Bk« — Al B R 7 SRS BOR, 202 51 R AR RN 2 TR A -
P (Jon Lindsay TEMIZAT 2N 5% EAR ), B AUFFST T 4F%F NC3 AUHEBUIE N 4647 3 TE A% fis
MU SR AL PIR AR A Bl B . 1 HAh 22 R AR A T 4547 30 R BA HER
PEFIANH 58 T 1T 7E S AL sk 98 TR R I 4 — A% BBl Aese PR T e e 1 SR EEACR, B N B4R,
W N TR REFINLAS 5 I TRE 5] N NC3 R Guke I VR 22 U2 AU o 10 RO R 2 1S5k 286 ) 7L 1)
T nFE i, (H— e [F 22 5 T 2% Bl SRR E L MR &, ATt 78 2 ZEA A3 BT
PAE R 220 (B An B Stuxnet ) NTF-o 1

8. “Statement for Cooperation among Governments to Address Cyber Threats to Nuclear Weapon Systems” Euro-Atlantic Security Leader-
ship Group, February 2019. https://www. europeanleadershipnetwork. org/wp—content/uploads/2019/02/EASLG-Statement Cyber—Threats FINAL. pdf.
The statement added: “increase the risk of use as a result of false warnings or miscalculation, increase the risk of unauthorized
use of a nuclear weapon, and could undermine confidence in the nuclear deterrent, affecting strategic stability.”

9. Heresa Hitchens, HASC Adds NC3 Funds; Wants Talks With Russia, China, June 10, 2019

https://breakingdefense. com/2019/06/hasc-adds—nc3-funds-wants—talks-with-russia—china/.

10. Page 0. Stoutland and Samantha Pitts—-Kiefer, Nuclear Weapons in the New Cyber Age Nuclear Threat Initiative September 2018
https://media. nti. org/documents/Cyber report finalsmall.pdf.Beyza Unal and Patricia Lewis, Cybersecurity of Nuclear Weapon Systems:
Threats, Vulnerabilities and Consequences Chatham House January 2018. https://www. chathamhouse. org/sites/default/files/publica—
tions/research/2018-01-11-cybersecurity-nuclear-weapons—unal-lewis—final. pdf.

11. Andrew Futter, Hacking the Bomb: Cyber Threats and Nuclear Weapons (Washington, DC: Georgetown University Press 2018). See page
124.

12.David C. Gompert & Martin Libicki (2019) Cyber War and Nuclear Peace, Survival, 61:4, 45-62, DOI: 10.1080/00396338.2019. 1637122
13. Jon Lindsay, “CYBER OPERATIONS AND NUCLEAR WEAPONS”, NAPSNet Special Reports, June 20, 2019, https://nautilus. org/napsnet/naps—
net-special-reports/cyber-operations—and-nuclear-weapons/.

14. See, for instance, James Acton, “Escalation through Entanglement: How the Vulnerability of Command-and-Control Systems Raises
the Risks of Inadvertent Nuclear War, ” International Security Vol. 43, No. 1 (Summer 2018); Erik Gartzke and Jon R. Lindsay, “The

Cyber Commitment Problem and the Destabilization of Nuclear Deterrence, ”

in Bytes, Bombs, and Spies: The Strategic Dimensions of
Offensive Cyber Operations, edited by Herbert Lin and Amy Zegart (Washington, DC: Brookings Institution Press, 2018); Lawrence J.
Cavaiola, David C. Gompert and Martin Libicki, “Cyber House Rules: On War, Retaliation and Escalation,” Survival Vol. 57, No. 1,
81-104 (2015). Paul Bracken “The Cyber Threat to Nuclear Stability, ” Orbis Vol. 60, No. 2 (2016). Stephen J. Cimbala and Roger N.
McDermott, “A New Cold War? Missile Defenses, Nuclear Arms Reductions, and Cyber War, ” Comparative Strategy Vol. 34, No. 1, 95-111
(2015).

15.See, for instance, Mark Fitzpatrick, “Artificial Intelligence and Nuclear Command and Control, ” Survival Vol. 61, No. 3 (2019).
16. See, for instance, Xu Longdi, “Cyberattack, Nuclear Safety and Strategic Stability” , in Information Security and Communications
Privacy, No.9, 2018; Xu Weidi, “Strategic Stability and its Relations with Nuclear, Outer Space and Cyberspace” , in Information
Security and Communications Privacy, No.9 2018; Cui Jianshu, “Modernization of Nuclear Power of the US and Strategic Stability in
Cyberspace”, in China’s Information Security, No.8, 2019; Jiang Tianjiao, “Cross Domain Deterrence and Strategic Stability in Cyber—
space”, in China’s Information Security, No.8, 2019
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BOXFERIAT N AR 0E, M BB E RN TN ERE RGO T RS TR, UK T
/b 35 AN KNI SLAK  AEAT SO F IR W 28 By R AR W iR B P2 i, BERBGR #3325 5
LA N RGN NG 2 PRSI AR) o 17 AR 53— 41X 2018 FBIa MGk, fRkiE
Bl RS R N T A B AR 807, H B S i S R ) Do T 8, AR Ak
RN GO0 e SRS H R W o 12 Tl i 4 AR B B AR JAT DA ok 18 BRI AT 9k
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17. 3% [ [ 5 %2 42 Ry (NSA) 15 9 [ [ 52 ) 2% 22 4 e Lo (NCSCO R G4l 5 A, AR D T SR AL 2 e NIRAE 1 B I v G e S VIR 4R FE4% 1l (2R R, HY
VAFE 5 AT 25 AR OGBS H AR AR B SR LR ARRAT B RS | Z4F RS ). See NCSC and NSA, “Advisory: Turla group exploits Iranian APT
to expand coverage of victims” October 21, 2019. https://www.ncsc.gov.uk/news/turla-group-ex-—
ploits—iran—-apt-to—expand-coverage-of-victims; Jack Stubbs and Christopher Bing, “Hacking the hackers: Russian group hijacked Irani-
an spying operation, officials say,” Reuters October 21, 2019. https://www.reuters.com/article/us-russia-cyber/hack-
ing—the—hackers—russian—group—hi jacked-iranian—spying—operation—-officials—say—idUSKBN1X00AK.

18. Andy Greenberg, “The Untold Story of the 2018 Olympics Cyberattack, the Most Deceptive Hack in History” Wired October 17, 2019.
https://www. wired. com/story/untold-story-2018-olympics—destroyer—cyberattack/.
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19. Caitlin Talmadge, “The US—China Nuclear Relationship: Why Competition Is Likely To Intensify, ” the Brookings Institution, Global
China, September 2019, p. 3, https://www. brookings. edu/wp—content/uploads/2019/09/FP 20190930 china nuclear weapons talmadge—2. pdf.
20. 0ffice of the Secretary of Defense, Summary of the 2018 National Defense Strategy of the United States of America. 2018. Avail-

able at: https://dod. defense. gov/Portals/1/Documents/pubs/2018-National-Defense-Strategy-Summary. pdf.
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LA D ZE L I IAE S AT B Y R BE AT L AR 25 (0 B, KA = R BUA 9T N iR BT
BHHEAT R MRS R 8 2 5 1 56 B BURF S LA AT 2809 28BS B R 7 (ER R 3 b [ BUR R ABLEL
Eisuy S UESENERARPO: &SNS I WAE N
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LR M3 T BCIR X e, 3K — [ i L2 R o 9 7R e DR 33 KA T 45 PR R 5 AR P & 1989 £ LRI
AR
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HARIEAVE R, 4R 3077 AR R B A {5 0% L R A A5 21 B B A 75 g A2 55 T8 20 X AT IR
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21. “Racing toward Tragedy? China’ s Rise, Military Competition in the Asia Pacific, and the Security Dilemma, ” Adam P. Liff and G.

John Tkenberry, International Security, Vol. 39, No.2(Fall 2014), pp. 52 -91.
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22. The APTI1 report, published in 2013 by U.S. cybersecurity company Mandiant, accused the Chinese PLA of a massive cyber espionage
campaign beginning in 2006, targeting 141 organizations in the United States and elsewhere. See Mandiant, “APT1: Exposing One of
China’s Cyber Espionage Units, "https://lawfare. s3—us-west-2. amazonaws. com/staging/s3fs—public/uploads/2013/02/Mandiant_APT1_Report. pdf.

23.Details of bilateral dialogues on cyber security can be found at: Lu Chuanying, China-US Cyberspace Relations in the Trump Era,

Dec 29 , 2017, https://www. chinausfocus. com/peace-security/china-us—cyberspace-relations—in-the-trump-era.
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